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BE RESPONSIBLE! TAKE THE

INFORMATION

SECURITY PLEDGE

| shall make myself aware of the
Information System Security policies of

my bank and shall attend such awareness

programs that may be intimated to me.
| shall not share password with any one.
| shall change passwords at regular
interval and keep very strong password
with minimum of 8 alphanumeric
characters.

| shall make sure that anti-virus is
installed and up to date on my computer.
| shall make sure that all the discarded
and obsolete records, old unused
printouts will be shredded before being
disposed of.

DON'Ts

* | shall not write my passwords anywhere.

| shall not use my official email id for
personal use.

| shall not click on link/ attachment from
email unless | am sure that mail is from
genuine source.

| shall not disclose my organization
related sensitive information on social
media.

| shall not use any unauthorized 3rd
party video conferencing or
collaboration tools for conduct of
sensitive organizational meetings.

| shall not leave my PC unattended
whenever | am logged in.
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BE RESPONSIBLE! TAKE THE

INFORMATION
SECURITY PLEDGE

DOs DON'Ts

* | shall make myself aware of the contact * | shall not use any external websites or
information of Helpdesk and Information cloud based services for converting/
Security team and shall inform compressing organization’s internal
immediately in case of any unauthorized documents.
activity noticed by me. e | shall not use any external mobile app

* | shall maintain records of any incidents/ based scanner for scanning
problems related to PC for future organization’s internal documents.
reference and for information security ¢ | shall not download any unauthorized
forensic purpose. software on my PC.

* | shall ensure that only minimum * | shall not panic in case of any incidents,
privileges are assigned to me to perform instead | shall inform incident/ crises
my duties. management teams/ helpdesk.

e | shall not use office computer resources
for personal use.
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