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BUILD A SECURE DIGITAL FUTURE:
BE CYBER AVWARE!

NABARD

AVOID PHISHING ATTACKS

> ”‘ (A Do not click on suspicious links or attachments.
a ) ‘e .. . . . . ..
y S a Phishing emails are designed to trick you into giving
s away sensitive information. Look for signs like
AN unfamiliar email addresses, grammatical errors, or
. l‘ urgent requests for personal data.
USE STRONG PASSWORDS \

Create strong passwords with a mix of
letters, numbers, and symbols.

Your passwords are the first line of
defence. Avoid using easily guessable
information like birth dates or common
words.

-

ENABLE MULTI-FACTOR
AUTHENTICATION
Enable multi-factor authentication (MFA) for
added security. Even if your password is
compromised, MFA ensures only you can access

the account.

KEEP SOFTWARE UPDATED

Regularly update your system and software to avoid
vulnerabilities.Outdated software can have security
flaws that hackers exploit. Ensure that your operating
system, antivirus, and all applications are up to date
with the latest security patches.

REPORT SUSPICIOUS ACTIVITY
@ If you notice any unusual activity, promptly inform
‘ your bank. You can also file a complaint on the Cyber "

Crime Portal at https://cybercrime.gov.in or call the
helpline at 1930

"Cyber security is not just a necessity,
it's a responsibility.
Protect data, protect the nation."
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